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OneSentenceDescription
WebJobis a client-serversystem,wherethe client requestsand
downloadsa programfrom a server,executesthat programon the
client, then uploadsthe resultsto the server.

http://webjob.sourceforge.net/W ebJob/in dex.s html
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The WebJobClient is . . .

I smallC program
I approximately 1 megabyte whenOpenSSLis statically

compiledinto the binary
I currently testedon theseplatforms/OS's: AIX, Cygwin,

FreeBSD,HP-UX, MacOSX, NetBSD, OpenBSD,Linux,
Solaris, and Windows NT/2K



The WebJobServeris . . .

I Apachecon�gured to run the WebJobCGI (nph-webjob.cgi)
I nph-webjob.cgiis a Perl CGIprogram(~52 kilobytes)
I Containsthe following (abbreviated)structure to support

clients
webjob

|
+ incoming
| |
| - <job-N>.out
| - <job-N>.err
| - <job-N>.env
| - <job-N>.rdy
|
+ profiles

|
+ <client-N>

|
+ commands

|
- <command-N>



Bene�ts

I mechanismfor runningknown good programson damagedor
potentially compromisedsystems

I ideal for remotediagnostics,incident response,and evidence
collection

I providesa framework that is conduciveto centralized
management

I can support and help automatea large number of common
administrativetasksand host-basedmonitoring scenarios such
as periodic systemchecks,�le updates,integrity monitoring,
patch/packagemanagement,and so on.
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1. Client RequestsProgram

I WebJobclient requests
programfrom WebJob
server

I Examplerequeststhe
testenv program

I --execute directsclient to
executeprogram

I --file controlsWebJob
con�guration via a
con�guration �le

webjob --execute --file upload.cfg testenv
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2. ServerAuthenticatesClient

I WebJobserverreceivesthe
requestand authenticates
the client's credentials

I WebJobservercan be
con�gured to authenticate
clientswith
username{password
combinations(i.e., basic
auth) or SSLcerti�cates
certi�catesa.

I WebJobservercan alsobe
con�gured whereclients
haveno authentication

ahttp://en.wikip edia.org/wiki/Public key certi�cate
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3. ServerSendsFile to Client

I If the client's credentialsare
authentic, the serversends
the requestedprogramto
the client.
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4. Client ReceivesandExecutesProgram

I client receivesand executes
the program

I optionally, client can
validate(via GetHook)
digitally signedbinaries,
providing a much greater
levelof securitya.

ahttp://en.wikip edia.org/wiki/Digital signature
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5. Client UploadsResultsto Server

I WebJobclient uploadsthree
�les to the WebJobserver

I "out" �le { command
standard output stream

I "err" �le { command
standard error stream

I "env" �le { timestamps,
streamhashes,etc

I Serverproducesa fourth
"ready" (rdy) �le, which
servesasa trigger �le
indicating the four �les are
readyfor processing
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Advantages
There are manyadvantagesto WebJob. Theseadvantagesare
listed below { they are quoted from the WebJobwebsite1

I Ported to manyoperating systems:UNIX's, Mac, Windows
I Small client footprint: only 1 binary, ~ 1 Mb
I Critical componentscentrallymanaged
I Secure;Client-Serverdata can be exchangedsafelyand

securelyusingSSLencryptionand certi�cate authentication.
I Aggregatesdata in one location { the WebJobserver.
I Requiresminimal networking: outbound TCP connection
I Doesnot diminishclient security posture: client runs in

security context of invokinguser,client doesnot accept
inbound requests,no inherentclient SUID/SGID issues

I Jobscan be time limited: GET, RUN, and PUT timers
I Scaleshorizontally: 1 WebJobservercan handle1+ clients
I Scalesvertically: WebJobserverscan be con�gured as clients
I Doesnot limit what you can do
1http://webjob.sourceforge.n et/WebJob/ind ex.sh tml



Disadvantages

The disadvantagesare listed below { they are quoted from the
WebJobwebsite2

I attacker coulduseclient to in�ltrate & executemalicioustools
I WebJobcan't be completelytrusted on a compromisedhost

evenwhenstatically compiled{ think kernelpatch. The best
you can hope for is to detect a breachbefore sucha patch is
put into e�ect. This could potentially be doneby running
host integrity checkson a frequentbasis.By the way, if you
suspect a kernelpatch, your only true recourseis to take the
systemdown and inspect it from anothervantagepoint.

I To support batch processing,WebJobstoresauthentication
credentialson the client system.Therefore, onemust take
measuresto preventand/or detect spoo�ng and replays.

I WebJobcan't protect client-serverexchangeswhenused
without encryptionand mutual authentication.

2http://webjob.sourceforge.n et/WebJob/ind ex.sh tml
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Client-Side

$ cat client_1.cfg

ClientId=client_1
URLGetURL=http://127.0.0.1/cgi- clie nt/n ph-webjob .cgi
URLPutURL=http://127.0.0.1/cgi- clie nt/n ph-webjob .cgi
URLUsername=client_1
URLPassword=password
URLAuthType=basic
OverwriteExecutable=Y
UnlinkExecutable=Y
UnlinkOutput=Y
RunType=snapshot
TempDirectory=/opt/tmp

$ webjob -e -f /usr/local/etc/client_1.cfg testenv



Server-Side(part 1)

$ cat /var/webjob/profiles/client_1/c ommands/t este nv

#!/bin/sh
echo "WEBJOB_CLIENTID=${WEBJOB_CLIENTID}"
echo "WEBJOB_HOSTNAME=${WEBJOB_HOSTNAME}"

$ ls /var/webjob/incoming/

client_1_20060215144325_01252_t este nv.e nv
client_1_20060215144325_01252_t este nv.e rr
client_1_20060215144325_01252_t este nv.o ut
client_1_20060215144325_01252_t este nv.r dy

$ cat client_1_20060215144325_01252_t este nv.ou t

WEBJOB_CLIENTID=client_1
WEBJOB_HOSTNAME=foo.bar.org

$ cat client_1_20060215144325_01252_t este nv.er r



Server-Side(part 2)

$ cat client_1_20060215144325 _01252_tes tenv .en v

Version=webjob 1.5.0 ssl 32 bit
Hostname=foo.bar.org
SystemOS=i386 FreeBSD5.4-RELEASE
ClientId=client_1
GetRequest=testenv
Command=testenv
CommandLine=testenv
Jid=server_1_1140032605_ 01250
Pid=1249
KidPid=1251
KidStatus=0
KidSignal=0
KidReason=The kid exited cleanly.
JobEpoch=2006-02-15 14:43:25 EST (1140032605.888789)
GetEpoch=2006-02-15 14:43:25 EST (1140032605.889020)
RunEpoch=2006-02-15 14:43:25 EST (1140032605.909310)
PutEpoch=2006-02-15 14:43:25 EST (1140032605.910637)
HashType=MD5
StdOutHash=5f1f3a64705eb49a46bf 8047a555a812
StdErrHash=d41d8cd98f00b204e9800998ecf 8427e
GetError=NA
RunError=NA



Server-Side(part 3)

$ cat client_1_20060215080946_74296_hostn ame.rdy

Jid=server_1_1140032605_01250
BaseDirectory=/var/webjob
CapContentLength=N
ConfigSearchOrder=clients:comma nds
EnableConfigOverrides=Y
EnableJobIds=Y
EnableLogging=Y
FolderList=common
GetTriggerCommandLine=
GetTriggerEnable=N
MaxContentLength=100000000
OverwriteExistingFiles=N
PutNameFormat=%CID_%Y%m%d%H%M%S_%PID_%CMD
PutTriggerCommandLine=
PutTriggerEnable=N
RequireMatch=Y
RequireUser=Y
ServerId=server_1
SslRequireCn=N
SslRequireMatch=N
SslRequireSsl=N
UseGMT=N
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WebJobRecipes
http://webjob.so ur cef or ge. net/ WebJob/Cookbook.s html

I Databaseand Reporting
I Harvest systeminformation, load it into MySQL, and createa

set of browsableHTML reports

I Administration and Management
I Managesystemcon�g �les, rc scripts,and other selected,

text-based�les
I Insert/Removespeci�ed cron jobs on an asneededbasis
I Manageroot's crontab
I Periodically (hourly/daily) run administrativetasks
I Periodically run administrativetasksvia commandbundles

(scripts)
I Deploy and verify the installation of a FreeBSDpackage
I Deploy and verify the installation of a Solaris package



WebJobRecipes
http://webjob.so ur cef or ge. net/ WebJob/Cookbook.s html

I Collectionand Monitoring
I Harvest and checkSolaris ndd security settings
I Harvest and monitor argusdata
I Harvest and monitor ps data
I Harvest ftimes map/dig data from Windows platforms using

self-extractingexecutables(NSIS)
I Harvest lsof socket data (TCP/UDP)
I Harvest uptime data oncea minute and periodically rsyncit to

a central server
I Run tcpdump on a group of IDS sensors to collect network

tra�c

I ComplianceTestingand Patch Analysis
I Run DISA's UNIX Security ReadinessReviewScripts(SRRs)
I CheckSolaris patch levelsfor compliancewith Sun Alert

reports



WebJobRecipes
http://webjob.so ur cef or ge. net/ WebJob/Cookbook.s html

I Synchronizationand Automatic Updates
I Synchronizedata (push/pull) usingrsync,ssh,and dynamic

keys
I Automatically update or repair a webpage
I Automatically update or repair a website

I Server-SideGET/PUT Triggers
I Automatically compressWebJobuploadsusingtriggersand

con�guration overrides

I Miscellanea
I Run a commandif its hashmatchesa predeterminedvalue
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